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Abstract
Blockchain technology brings about an opportunity to maintain decentralization in several applications, such as cryptocurrency.
With the agents of a decentralized system operating independently, it calls for a consensus protocol that helps all nodes to agree
on the state of the ledger. Most of the existing blockchains rely on Proof of Work (PoW) as the underlying consensus algorithm,
resulting in a significant amount of electricity power consumption. Furthermore, it demands the miner to buy specific compu-
tation devices. Besides, a protocol to gather the society-related taxes such as public education funding and charities is lacking in
existing consensus algorithms. In response, this paper proposes a new consensus algorithm, namely Proof of Humanity (PoH)
aiming at gathering society-related taxes. According to PoH, the probability that an agent becomes a leader depends on its
donations to non-profit accounts. Therefore, PoH encourages miners to donate money and gain mining power, its incentives, and
transaction fees. The associated bureaucracy model is introduced briefly to address the required ecosystem for real case imple-
mentation of PoH. A distributed random variable generation algorithm is presented in this paper which ensures that the randomly
selected leader is neither predictable nor adjustable. It is demonstrated that the proposed blockchain is totally robust against
forking and possesses a high level of propagation speed, which ensures the scalability. Simulations show that the proposed
blockchain network does not fail even in adverse scenarios where the majority of nodes refuse to propagate valid blocks. Besides,
simulations reveal a suitable average block creation duration.
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1 Introduction

In recent years, blockchain has attracted tremendous attention
since its introduction in Bitcoin [1], the first cryptocurrency,
due to its salient features, including the elimination of author-
ity of intermittency and trustful framework. Blockchain en-
sures that the participating nodes can trust untrusted partici-
pants and agree on the state of a ledger without relying on any
central authority (e.g., bank) by employing a consensus algo-
rithm. The latter is defined as “the process of agreement be-
tween distrusting nodes” [2]. The term distrusting is men-
tioned because there is no trust between anonymous nodes,
especially in the case of digital currency which involves mon-
ey ownership. Therefore, being decentralized and endowing
with a consensus algorithm makes the blockchain highly se-
cure. All of the participants in the blockchain network are
recognized with a changeable address, which does not dis-
close their real identity. Blockchain is defined as “a distributed
ledger technology” [3]. It provides an immutable trace of
transactions and contracts that can be tracked by any
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network’s participant. Certain features of blockchain technol-
ogy including transparency, security, and scalability make it a
sufficiently effective replacement to the existing financial
frameworks. Existing bank-based financial bureaucracy sys-
tem frameworks are envisioned to be supplanted with
blockchain-based cryptocurrency in the near future [4].
From the early emergence of money until now, the financial
bureaucracy, i.e. information processing machines [4], has
had the following main evolutions (see Fig. 1):

1) Monarch-based: A king or an emperor issued money and
was in charge of gathering taxes and preventing forge.

2) Bank-based: In the current modern financial bureaucracy,
banks are responsible for issuing money, keeping track of
transactions, taxes, etc.

3) Blockchain-based: The upcoming financial bureaucracy
is Internet-based and encrypted. Any third party (monarch
or banking system) will be bypassed.

Blockchain’s participants’ identities are anonymous, and
thereby it is hard to track a user’s expenses or income which
is critical for governments to enforce the tax. Besides, several
big companies are accepting cryptocurrencies such as Bitcoin,
which makes it even more challenging for governments to
calculate their taxes. Therefore, with the domination of

blockchain-based bureaucracy, many big issues arise. Public
health, public education, road construction, and city mainte-
nance would face a lack of budget. Besides, there would be no
tax to support the lower-income citizens and communities
who need charity supports. One solution to address this chal-
lenge is to intrinsically incentivize the blockchain participants
to donate money to organizations which spend it on not-for-
profit goals such as helping poor communities, road construc-
tion, health services, funding public education, etc. The pro-
posed model is called society-centric blockchain-based bu-
reaucracy. A blockchain consensus algorithm, which is intro-
duced in this paper, is required to realize this bureaucracy. In
addition to the aforementioned economic problem, there are
some technical issues associated with the contemporary con-
sensus algorithms. High resource consumption, fork creation,
which imposes the risk of double-spending a value, and the
long delay in block creation are the principal challenges that
should be addressed meanwhile designing society-centric
blockchain consensus.

1.1 Contributions

The main contribution of this paper is to address the outlined
challenge by designing a society-centric consensus algorithm
for cryptocurrencies.We address the society-related tax taking
problem by proposing a new consensus algorithm. To the best
of our knowledge, no research has been done to involve the
society-related taxes in consensus algorithms. This need is
driven by the society’s economics rather than technical es-
sences. Motivated by the aforementioned challenges, this pa-
per proposes the Proof of Humanity (PoH) as a leader selec-
tion consensus algorithm. The nodes that donate to the orga-
nization accounts are grouped as leader candidate nodes,
among which the leader is chosen. The word organization
refers to not-for-profit entities that conduct positive society-
related activities such as public health and welfare. This
framework provides the society, the power grid, and the envi-
ronment with several merits:

1. Society, especially poor communities, would benefit from
this structure. This is because some amount of money is
spent on their service. As the competition between candi-
date leaders always runs up and new candidate leaders
enter into the battle, there is always some payments from
candidate leaders into the donation pool.

2. By implementing PoH, a huge amount of energy, which
was previously consumed by mining pools, will be cut
off. As a result, the pressure of this demand on the electric
utility will reduce. Furthermore, the environmental con-
cerns arisen by burning fossil fuels in power plants
decrease.

3. Since the need for solving a puzzle has been eliminated,
computational resources, e.g. ASICs, are no longer

Monarch-
Based

• In favor of the king

• Tax gathered and spent according to 
monarches will 

Bank-Based

• Banks are responsible for performing
all financial politics

• Tax gathered based on the state's
decision

Blockchain-
Based

• Decentralized Framework

• No tax is gathered

Society-
Centric

Blockchain-
Based

• Decentralized Framework

• Tax are paid to organizations with 
high reputution among people

• Organization spend the tax

Fig. 1 The main features in the past, present, future, and the proposed
financial bureaucracy
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required for block mining. Therefore, the demand for pro-
cessors will decline. In consequence, processors will be
available at lower prices for other purposes.

4. In PoW based blockchains, there was a long delay for
each block creation, which reduce the scalability of the
whole blockchain. PoH eliminates this unnecessary delay.

The probability that a candidate leader becomes the leader is
proportional to the money that the candidate leader donated to
the organization accounts and the reputation of the organization
account that received the donation. In the calculation of the
Donations Share (DS), all donations are weighted with the
community’s trust in the organization. In other words, miners
would invest parts of the money that they earned from taking
transaction fees to the organization pool rather than in ASIC
devices which consume a huge amount of energy. In this way,
not only huge resource consumption is cut, but also the long
block creation delay, which is caused previously by solving
PoW puzzle, is bypassed. By enforcing the next leader’s address
right after the creation of each block, the fork creation would be
impossible. The leader selection algorithm is a random process
with the probabilities mention earlier in this paragraph.

A main part of consensus algorithm design is the
decentralized random number generation. We propose a new
random number generator algorithm. If the generated random
number is neither predictable nor adjustable, the blockchain
would be robust to leader selection manipulation. The ran-
domness of the generated variable will be discussed in detail.
If the chosen leader does not send the block for more than
20 min (known as the creation deadline), it will be assumed
that the leader is inactive and another random variable is cho-
sen. Then, the propagation prohibition, which is the only re-
silience threat for the proposed blockchain, is investigated. In
this threat, malicious and lazy nodes prohibit the propagation
of blocks which (a) decreases the scalability of the blockchain,
and (b) makes the leader unsuccessful in creating the block
within a creation deadline. We study the resilience of the pro-
posed blockchain by generating thousands of instances of
simulations and computing the number of nodes that received
a valid block in each of them. Simulations prove that the
proposed consensus algorithm is highly resilient even in cases
where a vast majority of nodes are malicious or lazy and do
not pass the blocks to neighbor nodes. The resilience in this
context reflects that all nodes will receive the block created by
a leader within the creation deadline duration. Block creation
duration, which is the average time between inclusions of two
successive blocks, is also simulated and quantified. Results
will indicate a fast block creation process which, in conse-
quence, enhances the scalability of the blockchain.

To summarize, Fig. 2 depicts the five main stages toward a
society-centric blockchain with PoH consensus algorithm.
These stages are: (1) realizing the essence of the proposed
framework, (2) designing the required bureaucracy of this

financial system, (3) designing the holistic consensus algo-
rithm, (4) designing the technical details and algorithms, and
(5) programming and practical test. While the first stage has
been explored in details in Sections 1 and 2, the second and
third stages would be discussed in subsections 4.1 and 4.2.
The designed consensus algorithm not only incentivizes tax
donations but also prevents fork creation and leader selection
manipulation. The last two stages of Fig. 2 entail several tech-
nical details such as encryption algorithm, maximum block
size (or gas), virtual machine structure, hashing algorithm,
which need to be addressed in future research.

The rest of this paper is organized as follows. The state-of-
the-art literature on the consensus algorithms is reviewed in
Section 2. Section 3 briefly reviews the most important con-
cepts involving blockchain. The general bureaucracy model
and the proposed PoH consensus methodology are introduced
in Section 4. The resilience concerns and measures to resil-
ience enhancement are discussed in Section 5. The duration of
block’s creation, computational overhead, and the resilience
of the proposed blockchain are evaluated in Section 6. Finally,
conclusions are drawn in Section 7.

2 Related works

There are many decentralized applications for blockchain
technology, such as smart city [5], IoT [6, 7], and data storage
[8]. Since this paper mainly focuses on the financial

Essence (Section 1 and 2)

Bureaucracy Model Design 
(Section 4.1)

Proof of Humanity Consensus 
Design (Section 4.2)

Technical Details and 
Algorithms Design (Future 
Research)

Practical Test (Future Research)

Fig. 2 The pathway to implement Society-Centric Blockchain
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application of the blockchain, which is cryptocurrency, we
here review only the consensus algorithms related to this spe-
cific niche of research. Besides, developing the cryptographic
aspect of blockchain [9–12], i.e. building encryption algo-
rithms, is beyond the scope of this paper.

One of the earliest consensus algorithms is the practical
byzantine fault tolerance (PBFT) consensus algorithm [13].
The algorithm works properly if the number of faulty nodes
is less than one-third of all nodes. An optimized PBFT is
presented in [14] in order to enhance the scalability of the
PBFT-based blockchains. Nevertheless, this paper does not
solve the main pitfall of PBFT. Among various BFT algo-
rithms, Helix is developed to ensure fair order of transactions
[15]. In this schema, transactions are encrypted using thresh-
old encryption to hide the transactions’ information from
nodes which may benefit from manipulating transaction or-
dering. Proof of Work (PoW) is the consensus algorithm of
the most well-known practical blockchain, which is Bitcoin
[1]. This algorithm is used in the current version of the
Ethereum digital currency as well [16]. The fundamental rule
of this algorithm is that if multiple forks exist, the one with the
biggest chain is valid. The proof of works requires miners to
solve a hard-to-solve yet easy to verify puzzle which in turn
consumes significant resources. The principal idea behind this
algorithm is that a fraud miner who wants to double-spend a
transaction (in Bitcoin) or to double-spend a value (in
Ethereum) should own 51% of the network computational
power in order to create a valid fork. Otherwise, it would be
practically impossible for him/her to make a valid fork. Due to
the great number of miners and their numerous ASIC mining
devices, no single miner can attack the system by building a
cryptographically valid non-trust fork. Despite the successful
performance of PoW in decreasing the attack risk, it typically
results in a huge amount of electrical power consumption
which, in turn, harms the environment and also imposes sig-
nificant costs. In response, several other consensus algorithms
have been proposed to overcome this challenge. Proof of
Authority (PoA) is a preliminary solution for eliminating the
need for a high amount of energy for block creation. PoA
relies on a set of trusted nodes. At least half of the authorized
nodes should be honest [17]. Another consensus algorithm
that is suggested in the literature is the Proof of Burn (PoB)
[18]. This algorithm suggests that a candidate leader who de-
stroys more money through a special kind of transaction is
more likely to be chosen as the leader. PoB implies that miners
spend their digital assets directly instead of paying bills for
consumed electricity. Although this approach significantly
cuts off electricity consumption, the burned money does not
have any merits for anyone in society.

One of the most popular consensus algorithms is the Proof
of Stake (PoS) [19]. According to PoS, there will be no miner.
Instead, the blocks are validated via a validation process. Each
digital coin possesses a serial number. A random number is

generated via a seed algorithm. The account which possesses
the coin that has the same serial number as the randomly-
generated number is considered as a validator [20]. Thus,
accounts with more money would be more probable to be a
validator (elector). If a validator’s opinion about the correction
of a block is in accordance with the other validators, he/she
would be given some amount of block reward; otherwise, he/
she loses all of his/her digital property. Therefore, for the sake
of his/her share of reward, he/she will act honestly. There are
several versions of the PoS consensus algorithms, such as the
Ouroboros, Chain of Activity, Casper, Algorand, and
Tendermint [20]. While they all follow the same concept of
leader/validator selection according to the stake, they are dif-
ferentiated with respect to the random number seed algorithm
and the interaction between the leader and the validators. This
paper briefly reviews the Chain of Activity (CoA) because
some of its techniques are used in this paper as well.
According to CoA, headers of the current l blocks seed a
random number for choosing leaders of the following l blocks
[21]. As a result, fork creation, which results in a double-
spending attack and is a threat for PoW-based blockchains,
is impossible. The general idea of preventing fork by seeding
from previous blocks is adopted in our paper. However, there
might be collusion challenges regarding the random number
seeding of this algorithm. The leaders of the current l blocks
may decide to choose their blocks’ transactions in a way that
leaders of the upcoming l blocks be chosen desirably.
Including transactions in such a way that a set of desired
accounts become leaders is computationally hard. It, however,
is theoretically possible; especially with the ever-growing
computational advancements. Therefore, a new random num-
ber seeding method is used in our paper. The main problem
regarding PoS algorithms is that the rich gets richer.

A voting-based consensus algorithm for consortium
blockchain is presented in [22]. Nodes play different roles,
i.e. verifier, packager, candidate, in the block creation process.
Any activity in the block creation process is rewarded. In
contrast, any behavior violating the integrity of the blockchain
would be punished either in reputation or asset. Again, this
consensus algorithm does not suggest any solution for tax
gathering in the blockchain framework.

Recently, reference [23] presented a mixed clustering and
PoS consensus algorithm for charity donation tracking
blockchain. This reference, despite its merit, lacks some key
points that motivated our research:

& Gathering charity donations is not sufficient in the era of
blockchain-based bureaucracy. Some money for both
charity and public spends such as public education, should
be gathered.

& Developing a separate blockchain for donation purposes
will not result in a sustainable flow of donations. Instead,
the blockchain of the main cryptocurrency used in

3637Peer-to-Peer Netw. Appl.  (2021) 14:3634–3646



individual’s daily trades should change in a way which
encourages people to donate (to either charities or public
spending)

3 Blockchain background

In this section, we provide a background discussion on
blockchain. Blockchain is a database shared across all partic-
ipating nodes where data is grouped in the form of blocks. The
participating nodes exchange information and communicate
by generating transactions [19]. Each transaction contains a
Public Key (PK) that is used as the identity of the transaction
generator which in turn introduces high anonymity for the
blockchain participants. The transaction generator signs the
hash of the transaction content using the corresponding pri-
vate key. Hash function converts an input with any size to a
fixed-size output. With a change in one bit of the input, the
output completely changes. Technically, it is impossible to
find two input values leading to the same output or finding
the input with knowledge on the output of a hash function.
Therefore, signing the hash of the transaction content ensures
the transaction’s integrity and non-repudiation. Hash of the
public key of each account is the address of that account. In
each transaction, the address of the recipient is mentioned.

New transactions are broadcasted and verified by the par-
ticipating nodes. Particular nodes in the network, known as
leaders (also as miners and validators in the literature) collect
new transactions, form a new block, and append it to the
blockchain following a consensus algorithm. The latter intro-
duces randomness among the leaders and limits the number of
blocks that can be appended to the blockchain and, thus, is the
key to blockchain security. The leader is paid a specific
amount of block incentive plus transaction fees taken from
transaction generators.

It is depicted in Fig. 3 that each block contains a header
which is the hash of all the contents of the block, the hash of
previous data, the public key of the block creator, metadata,
and transactions. The metadata consists of the reward, block
number, timestamp, size, etc. The hash of the nth block is
asserted in Eq. (1).

Hn ¼ Hash
�
Hn−1; PKLn ;

Metadatan; Transactionsn
� ð1Þ

4 Proof of humanity (PoH)

In this section, we outline the details of PoH. It is a leader
selection consensus algorithm where a leader is selected from

the pool of candidate leaders, i.e. the nodes that intend to store
the block and attempt in the consensus, based on the contri-
bution of the candidate leaders in donating to the organiza-
tions. Therefore, PoH potentially encourages the nodes to do-
nate money to organizations. The participating nodes in PoH-
based blockchain may generate smart contracts or/and trans-
actions while the transaction fee is payable measured based on
gas (inspired by Ethereum blockchain [16]). During
bootstrapping, each organization creates a particular type of
smart contract in the blockchain that contains a payable ad-
dress and the reputation score for the organization. The pay-
able address is the address that can be used by the participating
nodes to donate to the organization, and the reputation score is
an indicator of how much society trusts the organization.
There are two functions defined for this specific kind of smart
contracts: (i) Negative voting and (ii) positive voting. The
participating nodes in the blockchain can call these functions
in the smart contract setting to increase or decrease the orga-
nization’s reputation score. The reputation score of the cth

organization is also called Trustc. The trust increase or de-
crease of the cth organization is formulated in (2). Voting in
favor of or against an organization would cost a bit amount of
money. If a huge number of society members participate in the
reputation scoring process, no single entity can have a signif-
icant effect on the reputation score. Even if the entity makes a
large number of accounts to vote, it is tremendously costly to
neutralize the votes of the society member. To illustrate, con-
sider that positive or negative voting costs 1 gas. If 10 million
people vote in favor of an organization account, it costs 10

Block n 

nH

nLPK

nMetadata

nTransactions

1nH

Fig. 3 The general structure of a block in a blockchain

3638 Peer-to-Peer Netw. Appl.  (2021) 14:3634–3646



million gas to a single rival entity to neutralize these votes
with negative votes.

Trustc ¼ ∑
v∈V cð Þ

Votev ð2Þ

The more people vote in favor of or against organizations,
the more the reputation score value reflects the public opinion.
The number of society members who participate in the repu-
tation scoring process is a sociological issue rather than a
technical issue. This participation can be compared with po-
litical election participation. Evaluation of organization trust is
an effective mechanism to supervise the honesty of the orga-
nizations. Such supervision brings about a new political era.
The society member can vote for and against each organiza-
tionwhich should spendmoney on helping poor communities,
health care services, road construction, public education fund,
etc. In what follows, the outline of the emerging political era
required to practically implement this framework and, then,
the mathematic behind the leader selection procedure in PoH
are elaborated on.

4.1 Overview: General bureaucracy model

In the society-centric blockchain-based bureaucracy model, as
depicted in Fig. 4, people pay their transaction fees to the
leaders, and the leaders had previously paid a portion of it to
the organizations. The more a candidate leader donates to the
organization, the more it is likely to be a leader and take the
incentive and transaction fees. Therefore, giving money to
organizations resembles a competitive business for candidate
leaders. Organizations are responsible for spending money on
society’s public expenditures. They should publicly declare
the way they spend donations they received. Society gives
reputation to them based on the declared spends; however,
they might lie. Thus, the parliament supervises the accuracy

of their claims. If there is a mismatch between the truth and
declared spends, the parliament notices the society. Society
gives a reputation to the organizations based on their public
supervision and parliament warranted supervision. The more
the reputation of an organization, the more likely is the candi-
date leaders who paid to the organization to be a leader. Thus,
candidate leaders are willing to pay high reputation organiza-
tions. In short, the blockchain’s leaders and organizations act
as the financial sector of the administration in this model;
except that they are continuously supervised and voted by
society. If the society, at any time, finds any of them incapable
of managing the tax, people can give a negative reputation to
that organization. The way in which leaders are selected is
discussed in the following section.

4.2 Leader selection algorithm

The participating nodes in the proposed blockchain pay to the
payable address in the smart contract to donate to the organi-
zation. The amount of money donated by the transaction gen-
erator is used by the leader selection algorithm to identify the
leader of the next block in the blockchain model.
Mathematical implementation of the PoH is explained in de-
tail next.

As previously mentioned, PoH selects the leader of the next
block based on two factors: (i) the amount of money that is
donated to the organization. A node may once donate to the
organization and keep using the benefits to store new blocks.
Note that the price of cryptocurrencies also fluctuates over
time and, thus, some nodes may only donate when the price
of the currency is low. To prevent this and to ensure a sustain-
able flow of donations, only denotations made in the latest N
blocks are counted for the leader selection algorithm. The
exact value of N depends on the application and can be
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Fig. 4 Society-centric
blockchain-based bureaucracy
model
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defined by the blockchain developers, and (ii) the reputation
of the donation receiver organization.

The schematic of the leader selection procedure is summa-
rized in Fig. 5. Each candidate account is assigned to an inter-
val which has the length equal to the probability of becoming
the leader, following which, a random number is generated. If
the random number is within the assigned interval of account
a, this account will become the leader. This stage of the pro-
cess is inspired by the fundamental principles of scenario gen-
eration in the Monte-Carlo simulation [24].

LetA = {a1, a2,…, am} be the set of addresses of candidate
leaders, which are sorted from the smallest to the biggest value
of the address. The probability of a candidate leader being
selected as the leader is in accordance with Eq. (3).

PDFa ¼ DSa ¼ ∑Donationa;c:Trustc
∑
∀a0

∑Donationa0 ;c:Trustc
ð3Þ

According to (3), the probability that the account a be-
comes the leader is equal to the total amount of its donations
divided by the total donations received by all accounts. All
donations are weighted by the trust (reputation) of the organi-
zation account receiving the donations.

Once DSa is calculated, the nodes use (4) to assess the
Cumulative Distribution Function (CDF). CDF is the summa-
tion of the probabilities that account a is selected as the leader
plus the probabilities of the leadership of accounts whose ad-
dresses are less than or equal to a in value. The assigned
interval to account ai is (CDFai−1 , CDFai ]. The length of this
interval is equal to PDFai .

CDFai ¼ ∑
a¼a1

ai

PDFa ð4Þ

Once the nodes evaluate (4), they start selecting a random
leader. The participating nodes in the network calculate a

Fig. 5 The blockchain and PoH
leader selection schematic
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random variable Rn and compare the resulting value with
CDF. The candidate leader ai becomes the leader of the nth

block if the random number is within its assigned interval. As
soon as the selected leader realizes this fact, he/she propagates
the next block. Other nodes append the generated node to their
instance of blockchain. Obviously, fork creation is impossible
because once the block n-1 is propagated, all nodes compute
the same values for donations shares, probabilities, and the
generated random number. Therefore, they wait for the leader
with the computed address. Generating the random variable
(Rn) in a decentralized framework is associated with the fol-
lowing requirements:

1. The value of the random variable is not predictable by the
participating nodes.

2. Participating nodes cannot influence the value of the ran-
dom variable.

To fulfill the aforementioned requirements, a new method
for generating random variables is developed in this paper.
The random variable is presented in (5).

Rn ¼
Hash Pub KeyLn−1 þ Hn−3

� �
Maximum value of Hash

ð5Þ

The random function generator employs two fundamental
values which are: (i) PK of the leader of the last block in the
blockchain, and (ii) hash of the latest three blocks. The ran-
dom function satisfies the first requirement outlined above as
none of the participants knows the PK of the leader of the n-
1th block before the propagation of this block, which in turn,
makes it impossible to predict Rn. The second requirement is
also satisfied as the leader of the n-1th block cannot change its
PK, thus he/she has no control over Rn. Since no one is capa-
ble of adjusting the random number, leader selection manipu-
lation is impossible as well.

In case the new leader does not propagate the block within
a pre-defined time interval known as creation deadline (CD),
a new leader is selected through the following random number
generating equation:

R
0
n ¼

Hash Hash Pub KeyLn−1 þ Hn−3
� �� �

Maximum value of Hash
ð6Þ

5 Resilience issue

As explained in Section 3, there is no possibility for fork
creation. Therefore, the double-spending attack, which is re-
lated to fork creation, is no longer a threat. In consequence, the
chain would certainly become immutable. In addition, if a
leader propagates a false block, the other nodes refuse to add

it to the blockchain. Hence, the leader does not add false
information inside the block. An invalid block may contain
a transaction that contrasts transactions of previous blocks or
an unauthentic transaction in which the signature does not
consist with the public key of the transactor. The only threat
is propagation prohibition. According to this threat, some
nodes refuse to propagate the block they received from a
neighbor node to the other nodes. This behavior not only
limits the speed of the blockchain network but also results in
some nodes not receiving a generated block within the crea-
tion deadline. We categorize nodes into three groups: (1) nor-
mal nodes which act as expected, (2) malicious nodes which
deliberately refuse to propagate the block resulting in the
above concern, (3) lazy nodes which, with no intention, do
not pay attention to the propagation tasks. In the following
subsections, it will be discussed how the network reconfigu-
ration can enhance the resilience of the network against this
threat.

5.1 Network reconfiguration

In a peer-to-peer blockchain network, there is no central serv-
er. A node should establish connections with some nodes via a
specific port. Connection protocol is almost similar to the
Bitcoin network. A node connects to another node by the
handshaking process [25]. In this regard, he/she sends a ver-
s i o n me s s ag e (w i t h JSON fo rma t ) t o t h e IP :
Port_of_this_Blockchain. The receiver can accept the connec-
tion by responding to the version message with his/her wallet
version massage.

Once a node is connected to the network, it can get the IPs
of the other participants with getaddress message. A node
which receives this message will respond to this request by
sending the set of all IPs that have been recognized in the
network.

Due to the resilience concern discussed earlier, a node reg-
ularly changes its connected peers. This procedure is called
reconfiguration. This paper suggests that reconfiguration be
accomplished once in a time period called reconfiguration
duration. A node tends to establish almost three connections.
In this regard, each node may request another node as a new
connection with the probabil i ty of 3 divided by
Number_of_Nodes. Since other nodes may also request the
node as a connection, 3 + 3 nodes are connected to the node on
average. Changing the connection to other nodes provides the
nodes with more probability of receiving the new blocks.

6 Evaluations and discussions

In this section, we study the performance of PoH through
simulations.We usedMatlab [26] to simulate PoH and studied
the performance on a PC with Intel core i5 CPU and 6 GB
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RAM. In the following subsections, metrics of resilience, the
average block creation duration, and computational overhead
are evaluated. Furthermore, a comparison of the PoH and
other known consensus algorithms are discussed.

6.1 Resilience evaluations and discussions

In order to investigate the resilience of the proposed
blockchain, mobility of blocks, which refers to the propaga-
tion speed in the blockchain network, is simulated. The sim-
ulation horizon is 20 min, and 500 nodes participate in the
blockchain network. Each normal node passes the most recent
block to its neighbors whenever it assures the validity of the
block. The validation includes three stages: (i) checking the
transaction validation, (ii) checking whether header and meta-
data are built correctly, and (iii) checking whether the hash of
the public key of the block creator is consistent with the leader
selection protocol.

We make the following assumptions:

1. A malicious or lazy node hesitates to propagate a valid
block to the rest of the network. In contrast, a normal node
sends the valid block to its neighbor nodes.

2. It takes 2 s to check the validity of a block.

In order to investigate the mobility of a valid block into the
network, as an adverse situation, only 40% of the nodes are
considered normal. Ten thousand different simulation instants
are simulated. Two cases are studied accordingly:

Case 1: The network configuration is constant. This case
is analyzed to demonstrate that constant network config-
urations might endanger the resilience of the blockchain.
Case 2: A node will alter its neighbors every 60 s.

The results of these two cases are presented in Figs. 6 and
7. In these figures, the number of nodes that received the block
is depicted as the number of aware nodes. According to Fig. 6,
the expected number of nodes that receive the block after

20 min in Case 1 is below 500. Therefore, some nodes might
not receive the block and wait for a new block from a new
leader. The reason lies mainly in the fact that malicious or lazy
nodes block the path to deliver valid blocks to some normal
nodes. In contrast, as depicted in Fig. 7, the expected number
of nodes which receive the block is 500. Thus, reconfiguring
the blockchain network is critical in order to keep the
blockchain secure. Since reconfiguration provides the oppor-
tunity to create new paths to deliver valid blocks to normal
nodes, the network resilience enhances significantly. The per-
centage of scenarios in which all nodes receive the block
within a specified time is shown in Fig. 8. This figure depicts
that in all the 10,000 scenarios, the block is propagated within
800 s. The result reveals that by reconfiguring the connection
of nodes in a proper period, all nodes will receive valid blocks
within 20 min even if the normal nodes are the minority.

In another case study, propagation of a block through a
network with various percentage of normal nodes and various
reconfiguration periods are simulated for 10,000 scenarios on
a network of 500 nodes. The results are shown in Figs. 9 and
10. These figures reveal that the more the percentage of the
normal nodes is, the sooner all nodes receive the block.
Besides, a smaller duration of reconfiguration leads to faster
propagation. As Shown in Fig. 9, two reconfiguration actions
are sufficient for a network with 40% normal nodes. However,
as the percentage of normal nodes decreases, additional recon-
figuration actions would be required, as depicted in Fig. 10.

6.2 Block creation duration

After the leader of a new block receives the previous block,
he/she calculates the donation shares and random number
based on (3)–(6), and then realizes that he/she is selected as
the leader. He/she immediately releases the new block.
Therefore, the block creation duration is equal to the time a
leader receives the previous block. However, there is an ex-
ception. When the leader is inactive, other nodes wait until the
end of the creation deadline, which is 20 min in this case.
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Fig. 6 Mobility of a valid block through the blockchain network in Case
1
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Fig. 7 Mobility of a valid block through the blockchain network in Case
2
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In order to compute the average creation time, the creation
of 8000 blocks is simulated. It is assumed that 2 % of nodes
are either malicious or lazy, and 1% of the selected leaders are
inactive. Nodes change their neighbors every 40 s. As a con-
servative assumption, it is also assumed that leader of the new
block is the last node that receives the previous block. As
depicted in Fig. 11, the average block creation duration is
46 s if there are 500 nodes in the network. As the number of
nodes increases, the average creation duration increases as
well. Nevertheless, this change is insignificant, and thereby
not a considerable concern.

6.3 Computational overhead

Another evaluation metric of a blockchain that has been in-
vestigated in the literature is the computation overhead [27].
In this section, the computation overhead of the proposed PoH
consensus algorithm is analyzed via investigating the compu-
tational complexity of each element of the consensus process.
Then, the most significant complexity would reflect the com-
plexity of the entire consensus algorithm.

At the first stage of this algorithm, the m candidate leaders
are sorted based on their addresses. Merge-Sort algorithm,
which has the complexity of O(mlogm) [28], is used in this

stage of the consensus algorithm. The probability distribution
density and cumulative distribution function are computed
once for each candidate leader. Therefore, these computations
areO(m) complex. Generating a random number computation
burden is not affected by the number of candidate leaders,
thereby being of O(1) complexity. The generated random
number is compared with each candidate leaders’ cumulative
distribution function in order to select a leader. This stage has
the complexity of O(m). Putting all together, the PoH consen-
sus algorithm has the complexity of O(mlogm). In order to
control the complexity of the algorithm, m should be kept
small or medium. Recall, from Subsection 4.2, that only the
accounts who have donated in the N previous blocks are can-
didate leaders. Therefore, by decreasing N properly, m would
be smaller, and thereby computation overhead of the consen-
sus algorithm is lowered.

6.4 Comparison with existing consensus algorithms

A qualitative comparison of the PoH consensus algorithm
with some of the most known existing consensus frameworks
is provided in Table 1. The existing consensus algorithms
were discussed in Section 2 in detail. Proof of Humanity’s
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Fig. 8 Percent of scenarios in which all nodes receive the valid block
within a specific time in Case 2
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main features is also introduced in Section 4. As summarized
in Table 1, the Proof of Humanity is the only blockchain
consensus algorithm that enables gathering society-related
taxes while is energy-consumption efficient, robust against
fork creation, and managed in a fully decentralized manner.

7 Conclusion

Motivated by the societal concerns and the need for reducing
the huge amount of energy consumptions, this paper proposed
the Proof of Humanity (PoH) consensus framework. In this
framework, the more a candidate leader donates to a trusted
non-profit organizations, the more he/she is likely to be the
leader of the upcoming blocks. Since the value of society-
related taxes is not regulated, the competition dynamic of
leaders determines the amount of donation. In addition, the
general structure of the society-centric blockchain-based bu-
reaucracy is introduced. The way people supervise the perfor-
mance of the organizations also discussed. Practical imple-
mentation of the PoH needs a mechanism for a decentralized
truly random variable generation. This paper suggested a ran-
dom variable generation algorithm that suits for blockchains’
decentralized architectures. The generated random number is
neither predictable nor influenced by a group of entities.
Simulations demonstrated that the proposed blockchain de-
signed based on the PoH concept in this paper is highly resilient
even in some adverse scenarios in which the normal nodes are
in minority. To maintain the resilience, nodes should regularly
change their neighbor nodes that they are connected to. The
more frequently they change their connection, the more resil-
ient the network is, and valid blocks propagate more promptly.
The average block creation duration is also evaluated through
simulations. It has been observed that a block is added to the
network between 46 to 51 s for a network of 500 to 1000
participant nodes, which indicates a fast blockchain network.

The proposed framework is suitable to be deployed as the
main financial cryptocurrency system in the countries. While
this paper focused on the general framework of society-centric

blockchain and required consensus algorithm; detailed techni-
cal design, programming, and practical test are suggested for
future direction of research.

Nomenclature

Indices and sets a, Index of candidate leader account; c, Index of
organization account; n, Index of blocks; V(c), Set of all votes to organi-
zation c; v, Index of votes

Variables and functions B, Blockchain;CDFa, Cumulative distribution
function that the account a is selected as a leader, i.e. the probability that
the selected leader has the address equal or less than a in value;
Donationa,c, Donation of account a to organization account c; DSa,
Donations share of candidate leader account a; Hn, Header of block n;
Hash(.), Hash function; Ln, Leader of block n; PDFa, Probability distri-
bution function that the account a is selected as a leader; Pub keyLn ,
The public key of the leader of nth block; Rn, Random number used for
selecting a leader for nth block; Trustc, The variable which indicates the
trust of people to organization account c; Votev, The vote v (1 if positive
vote and −1 if negative vote)
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